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Overview

This document should be used in conjunction with Ideagen'’s PleaseReview SAML2 Installation Guide when using the
SAML2 authenticator in conjunction with Microsoft Azure. This document is intended for PleaseReview customer's
Azure administrator. It provides instructions on how to set up PleaseReview Azure application and tells the
administrator what information is required by the Ideagen PleaseReview Implementation team administrator to
configure Ideagen PleaseReview application against Microsoft Azure with SAML2.

When the document refers to Azure it is referring to Microsoft Entra ID (formerly Azure Active Directory) product.
Microsoft Entra ID is the only version that supports SAML2 authentication.

Working with Azure

1. The ldeagen PleaseReview Implementation team needs the PleaseReview URL just as if it were a standard
installation (i.e., https://companyname.pleasereview.net). You will need this to configure the application in
Azure.

2. The ldeagen PleaseReview Implementation team will then set PleaseReview up as normal and this will
include all of the other configuration options required.

3. Once this has been done, the Ideagen PleaseReview Implementation team will advise the customer so that
they can get on with the next step of installing an Azure application for PleaseReview. You will also confirm
the installation details back to them.

4. The customer now needs to follow the next section and ensure that the Identity Provider XML metadata file
is provided to Ideagen.

5. Once the Ideagen PleaseReview Implementation team have this information, they will configure the
customer’s instance of PleaseReview and then hand the system over as normal.
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Create Azure application
This section provides detailed instructions for creating the PleaseReview application against your corporate Azure
site. Once created, the application will allow PleaseReview to either be:

1. Accessed from within the Microsoft MyApps site myapps.microsoft.com (IDP-initiated) or

2. Accessed from the PleaseReview URL (SP-initiated), in which case the user will be authenticated against
Azure before being logged into PleaseReview.

First, log into the Azure management portal with a user that has an appropriate Administrator role.

Search for and select Enterprise applications.

Select + New application to navigate to Browse Azure AD Gallery screen.

Select + Create your own application, atinput field enter “PleaseReview” as name of the application.

Select Create to complete the initial application registration.

Home > Enterprise applications | All applications | Create your own application %
Browse Azure AD Gallery
,C'lj Got feedback?

Create your own application A7 Got feadba
If you are developing your own application, using Application Proxy, or want to integrate an
The Azure AD App Gallery is a catzlog of thousands of  application that is not in the gallery, you can create your own application here,
provisioning. When deploying an app from the App Ga
or create your own application here, If you are wanting  What's the name of your app?
organizations to discover and use, you can file a reques

| PleaseReview e

2 search application . A _—
- PP | What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
Cloud platforms _ _ ) _
O Register an application to integrate with Azure AD (App you're developing)

Integrate any other application you don't find in the gallery (Mon-gallen
Amazon Web Services (AWS) ®© integ ¥ op v gallery (Non-gzllery)

We found the following applications that may match your entry
We recommend using gallery applications when possible,

aws

L] Step not required [ Step Completed [ Step Failed
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Configure single sign-on
At Azure portal, navigate to Enterprise applications then select your application.

Select Single sign-on from the Manage section in the menu to set up Single sign-on.

Select SAML to navigate to SAML-based Sign-on screen.

{E SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

Configure Basic SAML Configuration

Select Edit from Basic SAML Configuration step to update basic SAML configuration.

Basic SAML Configuration £ Edit

Select Add identifier, enter the URL for PleaseReview application, for example:
https://companyname.pleasereview.net

Select Add reply URL, enter the URL with “/Public/LoginPage.aspx” appended onto the end, for example:
https://companyname.pleasereview.net/public/loginpage.aspx

At Logout Url (Optional),enterURL:
https://companyname.pleasereview.net/Public/Notl oggedIn.aspx?windowsauth=true

Select save to complete the configuration for Basic SAML Configuration.

Basic SAML Configuration X
Save & Got feedback?

Identifier (Entity ID)* @
The unigue ID that identifies your application to Azure Active Directory. This value must be unigue across all applications in your
Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://customername pleasereview.net - ‘ D @ m}

Add identifier

Reply URL (Assertion Consumer Service URL)* @

The reply URL is where the application expects to receive the authentication token. This is alse referred fo as the Assertion
Consumer Service” (ACS) in SAML.

Index Default

https://customername pleasereview.net/public/loginpage.aspx -] | @ o
Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initioted single sign-on.

Enter a sign on URL

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a URL

or URL path that takes users to a specific location within the application,

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

https://customername.pleasereview.net/Public/NotLoggedinaspx?windowsauth=true v ‘

L] Step not required [ Step Completed [ Step Failed
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Download Federation Metadata XML

For PleaseReview to be configured to work with this Azure application, it is necessary to download the Identity
Provider XML metadata from Federation Metadata XML Download link, as shown below. This file must be provided to
the PleaseReview Implementation administrator to configure SAML2 within PleaseReview.

e SAML Certificates

Token signing certificate

£ Edit
Status Active
Thumbprint E] e bl DA D L L] B BT L
Expiration 5/22/2028, £:53:43 PM
Motification Email it i T e gy gl s
App Federation Metadata Url | https://login.microsoftonline.com/ Q== FHZ . [y
Certificate (Basend) Download
Certificate (Raw) Download
I Federation Metadata XML Download I
Verification certificates (optional) 2 Edit
Required Mo
Active 0
Expired 0

[ Step not required [ Step Completed [] Step Failed

Date and Signature:

Assign to people
Do not assign users at this point as they will not be able to log into PleaseReview until the [deagen PleaseReview

Implementation administrator have configured your SAML2 SSO configuration settings against your instance of
PleaseReview. You may exit the Azure management portal to complete the setup.

L] Step not required [ Step Completed [ Step Failed

Date and Signature:
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